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The open-source tool for managing remote desktops 

RD Connection Manager delivers the most comprehensive desktop brokering, management, and application 

publishing solution. It supports the world’s leading virtual infrastructure platforms (VMWare Workstation, 

VMWare ESX and ESXi servers, Microsoft Hyper-V and Microsoft Virtual PC) and blade PC implementations 

to meet the needs of all types of users within the organization. 

RD Connection Manager is open and flexible remote control software that allows managing any PC 

remotely, without physical moving. It helps you to establish remote desktop connection to see a remote 

screen and use your mouse and keyboard to manage it by the same way like you work with your personal 

PC. Optimized data transfer algorithms guarantee fast and secure PC remote access. 

The RD Connection Manager can be used by system administrators in small organizations to manage 

remote Windows servers.  As the client is platform-independent, it can easily be integrated to different Live 

distribution packages based on either Linux or Windows for rapid deployment of the management systems. 

The accounts file is encrypted by RC4 algorithm, so the file with configured accounts of remote hosts is 

common for supported OS. 

Benefits of RD Connection Manager 

• Open, flexible and extensible architecture, interfaces and components 

• User-environment independence as well as minimal third party libraries dependences 

• Open source software released under GNU General Public license 

• Total remote desktop control 
through the network connection.  

• High data transfer speed 
together with a special full-screen 
mode allows reaching a 
maximized comfort of remote 
desktop usage. 

• Multiple parallel connections 
with few remote PCs. Connecting 
to the remote desktop without 
termination a session of the 
logged on user.  

• Capturing screenshots on 
remote PCs and recording a 
screencasts.  
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• Monitoring performance of remote PCs. Collecting information about started applications and processes. 

• Launching and terminating applications remotely. 

• Executing shutdown, reboot, power off, lock/unlock and logoff commands on remote PCs. 

• Strong traffic encryption 

Remote Desktop Key Features 

Feature Function 

Flexibility Open and flexible architecture and interfaces, open source software, 
allowing its integration with any product or tool in the ecosystem  

Cross-platform solution 

The software has been tested and works on the following platforms: 
Windows XP/Vista/7/2003/2008, Linux. The client application is developed 
under wxWidgets and can run on other Unix-like systems that contain 
libraries required for working and building the application. 

Strong traffic encryption 
All traffic between client application and secure access gateway, including 
RDP traffic, is SSL encrypted. 

RDP-based connection 
Client application and secure access gateway support connection to PCs in 
remote VDIs via RDP protocol and launching published applications. 

Redirection of encrypted 
traffic 

One secure gateway provides secure access to isolated VDIs from Internet. 

HTTP / HTTPS wrapping 
of redirected traffic for 
firewall traversal. 

RDP traffic can optionally be wrapped to HTTP / HTTPS and as result is not 
blocked by high security level firewalls. 

Support of Microsoft 
Internet Security and 
Acceleration server  

Client and secure gateway handle situations when MS ISA server is in the 
middle.  

Proxies and firewalls 
traversal 

Client application supports firewalls and proxies for Internet 
connection 

Secure settings storage 
All user sensitive data stored on local PCs is encrypted with strong 
encryption algorithms. 

Secure HTTP connections 
to VDI environment 

WEB-published configuration files used for automatic connection 
configuration, are accessed via secure protocol 

Automatic connection 
configuration based via 
downloading 
configuration files 

The user does not need to manually enter the connection 
information. Instead, it can be downloaded and applied 
automatically. 
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Client application 
working with minimal 
user permissions 

The client application does not require administrative rights to be 
operable. In fact it can be run by user with absolute minimum of 
permissions. 

Manual connection / 
access configuration 

The user can manually enter the connection information 

Simple user 
authentication 

Simple login/password authentication can be handled by secure access 
gateway. 

Certificate-based 
authentication 

User can be authenticated by secure access gateway based on certificate 
installed on the client PC. 

Login-password OS based 
authentication 

Login / password Windows based authentication is also supported by 
secure access gateway which allows the usage of domain accounts when 
accessing remote DVI.  

Automatic obtaining the 
list of published 
applications 

The list of published applications in remote VDI can be retrieved either via 
configuration files or directly from virtualization solutions such as Quest 
vWorkspace, also known as VAS server. 

Support for locked down 
PCs by client application 

 The client application does not require installation, does not install 
anything, does not modify Registry and does not leave any traces of its 
usage on PCs. This makes client application U3 standards compliant and 
operable on “Public PCs” where accounts with minimal rights are available 
to users, installing new software is prohibited and modifications of Registry 
are restricted. 

AD Scan Scan for hosts that provide remote desktop, from Active Directory list  

Custom RDP Port 
Adding a custom port number to a Remote Desktop Connection 
session  

RDP file import Import from RDP file format 

Win2K8 features Compatibility with RDP Win2K8 

ICA support 

Independent Computing Architecture (ICA) is a remote terminal 
protocol used by Citrix MetaFrame and MetaFrameXP software. Citrix 
MetaFrame products are add-ons to Microsoft Terminal Server (NT4) 
or Terminal Services (W2K) that enhance and expand the core thin-
client functionality. 

VNC support 

Virtual Network Computing (VNC) is a graphical desktop sharing 
system that uses the RFB protocol to remotely control another 
computer. It transmits the keyboard and mouse events from one 
computer to another, relaying the graphical screen updates back in 
the other direction, over a network 

VMRC support 
Virtual Machine Remote Control client – stand-alone client 
application that communicates with the VMRC server component of 
the Virtual Server service.  

 


